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Cyber Claims Scenarios
for Manufacturing

Computer Replacement

A small manufacturer of home decorations suffered a cyber attack that rendered their computers
nonfunctional, including those used for coordinating schedules and tracking shipments. No employees
could be scheduled nor could existing orders be tracked without those computers.

The small manufacturer’s cyber insurance policy gave them access to:

e Adigital forensics firm to determine whether the computers can be repaired, and if not, to
recover the data from those destroyed computers
¢ Funds to replace those non-recoverable computers.

Third Party Liability

A manufacturer of specialty chemical products was sued by a customer alleging that the manufacturer
lost this customer’s sensitive data when the manufacturer suffered a cyber attack the preceding
month.

The manufacturer’s cyber insurance policy gave them access to:
e Defense counsel to evaluate their legal liability and respond to the legal complaint

e Funds to settle with the customer before the case went to trial.

Privacy Breach

A small-town manufacturer of metal bearings discovered that a threat actor had stolen sensitive
information about its customer, including schematics, banking information, and the employment
information of certain individuals, by using a compromised password.

The manufacturer’s cyber insurance policy gave them access to:

e Anprivacy attorney from a top law firm who helped determine their legal obligations following the
breach, such as their obligation to provide notice to affected individuals

e A third-party service provider to facilitate such notification and to offer a full year of credit
monitoring services to the affected individuals.

A Insurance coverage by: AmTrustCyber. Be Prepared. Stay Protected.
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