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Cyber Claims Scenarios
for Healthcare

Third Party Liability
A local medical practice receives a letter from the state Attorney General alleging noncompliance
with state medical privacy laws.

The local medical practice’s cyber insurance policy gave them access to

e Defense counsel to evaluate state laws and whether the practice is complaint, and to provide
defense if a legal complaint is filed; and

¢ Funds to pay court ordered fines and penalties if they are found to be noncompliant with the state
laws. following a judge with the guest before they took legal action.

Computer Replacement

A medical equipment supply company suffered a cyber attack that rendered their computers
nonfunctional, including those used for making sales and tracking orders. No sales could be made
nor orders tracked without those computers.

The medical equipment supply company’s cyber insurance policy gave them access to:

e Adigital forensics firm to determine whether the computers can be repaired, and if not, to
recover the data from those destroyed computers; and funds to replace those non-
recoverable computers.

Security Breach
A chiropractic office discovered that someone had gained access to their systems, sent spam emails
to all of their clients, deleted sensitive client records and had access to client banking information.

The chiropractic office’s cyber insurance policy gave them access to:

e A digital forensics firm to determine which clients received spam emails, determine whose
banking information was accessed, and to determine how the threat actor was able to gain access
to their systems; and

e As needed based on the forensics findings, a privacy attorney and notification vendor to notify
clients, employees, or other third parties that their data was impacted.

'A Insurance coverage by: AmTrustCyber. Be Prepared. Stay Protected.

These claims examples are provided for general informational purposes. These examples do not constitute legal advice
and/or an indication or guarantee of coverage. Coverage determinations are made based on the specific facts of each claim

AmTrUSt or incident, as applied to the applicable terms, conditions, limits, and sublimits of the policy.



